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LOCKDOWN BROWSER — Wi-Fi
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(Windows) HOW TO FORGET UBCVISITOR

If you have connected to ubcvisitor on your device previously, it is best to “Forget” before your Lock

Down Browser assessment. This is to prevent your device from automatically attempting to connect to
ubcvisitor if you lose connection during the exam.

It is not recommended to use ubcvisitor for high-stake assessments as it is not a secure internet
connection. UBC faculty, staff, and students should use ubcsecure.

1. Select the Network icon on the taskbar. The icon that appears depends on your current
connection state. Note: If you don’t see one of the network icons (or a similar one) shown in the
following image, select the M icon to see if it appears there
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2. Inthe Wi-Fi network list, choose ubcvisitor > Right-click to bring up options > Click Forget

ubcvisitor
No Internet, open

Properties
Disconnect

Properties Disconnect

ubcsecure Forget
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(Windows) HOW TO CONNECT TO UBCSECURE FOR A LOCKDOWN BROWSER
EXAM

1. Select the Network icon on the taskbar. The icon that appears depends on your current connection
state. If you don’t see one of the network icons (or a similar one) shown in the following image,
select the M icon to see if it appears there
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2. Inthe Wi-Fi network list, choose ubcsecure > Click the checkbox for Connect automatically [A] >
Click Connect [B]

E'/- ubcsecure
* Secured

A I:l Connect automatically

A

B
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3. Loginto the network with your username and password [C] > Click OK
e Username: Your CWL

e Password: Your CWL password

ﬁﬁ ubcsecure

Connecting
Enter your user name and password

rl Use my Windows user account

User hame

|‘_ 3 VO ru:ifi

C

Cancel
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(MacOS Version: 13, 14, 15) HOW TO FORGET UBCVISITOR

MacOS Version: MacOS Ventura 13, Sonoma 14, Sequoia 15

1. Click the Apple icon > System Settings [A]

7

@ Chrome File Edit View History

About This Mac 3

App Store...
Recent Items
Force Quit Chrome

Sleep
Restart...
Shut Down...

Lock Screen
Log Out Shuang Shuang Li...

2. Click Wi-Fi [A] > Click the three dots [B] next to ubcvisitor > Click Forget This Network [C]

Cannected
Linsecured Network

Apple ID Suggestions

Known Networks

Bluetooth
Network ubcsecure
v + ubcvisitor

D Motifications
Sound Other Metworks Network Settings...

Focus eduroam I}l Forget This Network...

B Screen Time

eeyore =
V2] General
-~ eayore-guest -
Appearance
Accessibility agz &
5 Control Center
— GL-AR300M-77b-NOR a
B siri & Spotiight
u Privacy & Security RogersOpen =
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(MacOS Version: 13, 14, 15) HOW TO CONNECT TO UBCSECURE FOR A LOCK

DOWN BROWSER EXAM

1. Follow Previous Steps to get to the Wi-Fi Network list > Click Connect next to ubcsecure

Apple ID Suggestions e
Other Networks
eduroam B =
B Bluetoath
. Network eeyore 8=
VPN
eeyore-guest a =
D Motifications
RogersOpen =
Sound
Focus ubclaT a=
B s U ubcprivate B =
UZ) General
ubecsecure Connect @& =
Appearance
hccessibility ubcvisitor =
- | Control Center Other...
@ siri & spotiight
G Privacy & Security 'f‘f‘kt?liom ”'Efwc:lrkf" automatically, If ne known networks are
available, v v select a netwaork
2. Loginto the network with your username and password [3] > Click OK
a. Username: Your CWL
b. Password: Your CWL password
P~ Select a certificate or enter a name and password for
P network "ubcsecure”
Account Name
Password
I
Remember this information . @
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3. Click the three dots next to ubcsecure > Choose Auto-Join

—v AP 10 UDTSECUTE = Detans...
® Connected
Apple ID Suggestions [ 2]
e etens

B siuetooth v ubcsecure Bl O)
Network | |
VPN Other Networks Network Settings...
3 Notifications AUTO-063E &  Forget This Network..
L&) Sound

eduroam 8=
G Focus
B Screen Time eeyore 8 =
(2] General esyore-guest 8=
Appearance

99z &
Accessibility
{5 control Center GL-AR300M-77b-NOR I

= i
° Siri & Spotlight HotspotF715 a <
0 Privacy & Security
B RogersOpen =T

(I\/IaCOS Version: 10, 11, 12) HOW TO FORGET UBCVISITOR
MacOS Version: MacOS Mojave 10.14, Catalina 10.15, Big Sur 11.0, Monterey 12

Other versions can be found here: https://support.apple.com/en-ca/guide/mac-

help/mh11935/12.0/mac/12.0

1. Click the Apple icon [A] > System Preferences [B]

@ Microsoft Teams  Edit View Window H

System Preferences...

Recent Items >

Force Quit Microsoft Teams <3O

Sleep

2. Click Network / Search Network in the search tab


https://support.apple.com/en-ca/guide/mac-help/mh11935/12.0/mac/12.0
https://support.apple.com/en-ca/guide/mac-help/mh11935/12.0/mac/12.0
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3. Click Wi-Fi [A] > Go to Advanced [B] located at the bottom right corner

Location: Automatic
~ Wi-Fi —
< @ Connected Status: Connected Turn Wi-Fi Off
) ) . Wi-Fi is connected to ubcvisitor and has the IP
Cisco Se...oint Filter address 10.43.246.244.
@ Running
Cisco An...cket Filter Network Name:  ubcvisitor &
@ Running
Cisco An...cket Filter Automatically join this network
@ Running

Cisco An...cket Filter Ask to join Personal Hotspots

@ Connected .
Ask to join new networks

* Bluetooth PAN Known networks will be joined automatically. If
@ Not Connected no known networks are available, you will have

to manually select a network.
¢ AX88179A
@ Not Connected

o) USB 10/1...1000 LAN
@ Not Connected

¢ Thunderbolt Bridge
@ Not Connected A A
= 5 Show Wi-Fi status in menu bar Advanced... = ?

4. Choose ubcvisitor [A] > Click the minus icon “-” [B] > Press OK [C]
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5.

Wi-Fi  TCP/IP  DNS

Preferred Networks:

WINS  802.1X

Proxies = Hardware

Network Name

ubcvisitor
ubcsecure

Security

Auto-Join

None v
WPA?2 Enterprise

+ |-

Drag networks into the order you prefer.

Remember networks this computer has joined

Show legacy networks and options
Require administrator authorization to:
Change networks
Turn Wi-Fi on or off

Wi-Fi MAC Address: 78:4f:43:8c:1a:71

Finally, click Apply

— Wi-Fi

B

Network

Location: Automatic

® Connected

Cisco Se...oint Filter
@ Running

Cisco An...cket Filter
@ Running

Cisco An...cket Filter
@ Running

Cisco An...cket Filter
@ Connected

Bluetooth PAN
@ Not Connected

USB 10/1...1000 LAN

@ Not Connected

Thunderbolt Bridge

@ Not Connected

-|ev

Show Wi-Fi status in menu bar

Status:

Network Name:

Cancel OK

Connected Turn Wi-Fi Off

Wi-Fi is connected to ubcsecure and has the IP
address 206.12.46.148.

ubcsecure

Automatically join this network
Ask to join Personal Hotspots

Ask to join new networks
Known networks will be joined automatically. if
no known networks are available, you will have
to manually select a network.

Default Disconnect

Authenticated via EAP-PEAP (MSCHAPv2)
Connect Time: 00:04:42

Advanced...

Revert
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(MacOS Version: 10, 11, 12) HOW TO CONNECT TO UBCSECURE FOR A LOCK

DOWN BROWSER EXAM

1. Follow Previous Steps to get to the Wi-Fi Network list > Click the Network Name and select
ubcsecure

& < i Network Q

Location: Automatic &

Cisco Se...oint Filter

@ Runnine Status: On Turn Wi-Fi Off
X X Wi-Fi is turned on but is not connected to
Cisco An...cket Filter a network.

@ Runnir

Cisco An...cket Filter Network Name

@ Running
0 Cisco An...cket Filter eduroam a =
. Sonnecieg RogersOpen =
g Wi-Fi ubcloT 8 =
MPV @ On : —
AXBB179A
@ Not Connected

ubcvisitor

D)

USB 10/1...1000 LAN
B Nat Connsct Join Other Network...

2%y Thunderbolt Bridge
( ) @® Not Connected

802.1X: Default Disconnect

Show Wi-Fi status in menu bar Advanced.. ?

+ —lov
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2. Log into the network with your username and password [3] > Click OK

e Username: Your CWL

e Password: Your CWL password

Cancel OK

Limit IP address tracking by hiding your 19

"\_
Loca >
Filter
Enter a name and password for network ff
"ubcsecure”
. not
Filter
Account Name:
Filter Password: -
v
V' Remember this information
Filter

address from known trackers in Mail and Safar

Ask to join new networks

3. In the Wi-Fi network list, choose ubcsecure > Click the checkbox for Automatically join this network

Wi-Fi

Connected

Cisco Se...oint Filter
@ Running

Cisco An...cket Filter
@ Running

Cisco An...cket Filter
@ Running

Cisco A
. Conne

cket Filter
2d

AXEBI7IA

@ Not Connected

USE 10/1...1000 LAN
@ Not Connected

Thunderbolt Bridge
@ Mot Connected

Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to ubcsecure and has the IP
address 206.12.42.82.

Network Mame: ubcsecure
P Automatically join this network I
Ask to join Personal Hotspots

Limit IP Address Tracking

Lirit IP address tracking by his
address from known trackers i

ail and Safar
Ask to join new networks
Kmown networks will be joined automatically. If no

known networks are available, you will have to
manually select a network.

802.1X: Default Disconnect

Authenticated via EAP-PEAP (MSCHAPvZ)
Connect Time: 00:00:09

Show Wi-Fi status in menu bar Advanced...

?

11
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pad

(iPad) HOW TO FORGET UBCVISITOR

1. Tap the Settings & icon on your iPad > Go to Wi-Fi [A] > Tap on the globe icon next to
ubcvisitor [B]

3:43 PM Wed 16 Oct

Settings

Wi-Fi
. ubcvisitor
Unsecured Network

Apple ID Suggestions

ubcsecure

. Airplane Mode .

=  WiFi ubcvisitor | <A

eduroam
® Bluetooth

RogersOpen

2. Disable Auto-Join [C] > Tap Forget This Network [D].

Auto-Join

Auto-Login

Low Data Mode

12
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(iPad) HOW TO CONNECT TO UBCSECURE FOR A LOCK DOWN BROWSER
EXAM

1. Tap the Settings & icon on your iPad > Go to Wi-Fi [A] > Tap on ubcsecure [B]

Settings

Apple ID Suggestions ubcvisitor

. Airplane Mode .

=  Wi-Fi Not Connected A

eduroam

RogersOpen

2 Bluetooth

ubcloT
Notifications ubcprivate

J
Sounds ubcsecure

Focus
- Other...

Screen Time

Ask to Join Networks

13
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2. Loginto the network with your username and password > Tap Join
a. Username: Your CWL
b. Password: Your CWL password

Enter the password for “ubcsecure”

Enter Password

Username

Password

3. Tap on the globe icon.

Wi-Fi

ubcsecure

14
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4. Enable Auto-Join for ubcsecure

ubcsecure

Auto-Join

Low Data Mode

15
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