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INSTALLATION

Your instructor may have created a practice quiz for you on Canvas before your exam. This is where you will be
able to download Respondus Lockdown Browser. You can also download Respondus Lockdown Browser at UBC
LockDown Browser Student Guide | Learning Technology Hub (see under Students > Set-up).

1. InCanvas, you will see that the practice quiz is marked “Requires Respondus Lockdown Browser” >
Click Take the Quiz.

Pre-Final Test Quiz- Requires Respondus LockDown
Browser

Due No due date Points 1 Questions 1 Time Limit None
Requires Respondus LockDown Browser

—— Take the Quiz

2. You will be taken to a page asking you to launch Respondus. Click the link [Download Respondus
Lockdown Browser].

Respondus LockDown Browser Required

This quiz requires Respondus LockDown Browser. Please launch Respondus LockDown Browser to take this quiz or view your quiz results.

If you have not already installed the browser, please download it from here: IDownIoad Respondus LockDown Browser] rz'ld— - - .-

3. Click Install Now and follow the prompts to install Respondus Lockdown Browser.

Respondus

Assessment Tools for Learning Systems

LockDown Browser

OVERVIEW VERSION INSTALL

@é Install LockDown Browser for:
University of British Columbia

Version: 2.1.1.06

Your system: macOS _ INSTALL NOW

Download size: 112.4 MB
System requirements

This brief video explains the basic features of
LockDown Browser and why it's used at your

Note: Your antivirus software must allow you to install software,
institution.

jon?
Do you need the Windows version? By cicking the “Install Now* bution, you acknowledge that you
have read and agree to the Respondus Inc. License Agreement


https://lthub.ubc.ca/guides/lockdown-browser-student-guide/
https://lthub.ubc.ca/guides/lockdown-browser-student-guide/
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ACCESSING CLASSIC QUIZZES

If you are writing a Canvas Classic Quiz that requires Lockdown Browser on your Mac, you can follow the steps
below to launch the quiz.

a.  Once Lockdown Browser is installed, open up the application.

b. After opening the application, the browser will notify you if there are any programs open that need to

be closed before you can take the quiz.

c. Click the "No" button to cancel opening the LockDown Browser so you can close the other programs
yourself.
You may want to choose this option if you need to save work in progress.
Once you have closed all other programs, you will need to re-open the LockDown Browser.
Click the "Yes" button to allow Respondus LockDown Browser to close the other programs for you.
Sign into Canvas as normal using your UBC CWL.
Go to your course and navigate to the Canvas quiz activity that requires Respondus LockDown
Browser.
i.  Click on the quiz and then click the "Take Quiz" button.
j- Complete your quiz.

S ™o o

ACCESSING NEW QUIZZES

If you are writing a Canvas New Quiz that requires Lockdown Browser on your Mac, you can follow the steps
below to launch the quiz.

1. Navigate to your quiz on your preferred browser (Chrome, Safari, Firefox, etc.)

2. Inthe pop-up, click “Open LockDown Browser”

Open LockDown Browser?

https://canvas.ubc.ca wants to open this application.

[0 Always allow canvas.ubc.ca to open links of this type in the associated app

Open LockDown Browser

3. You should now be able to complete your quiz on LockDown Browser.
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LANGUAGE KEYBOARDS

While in Respondus Lockdown Browser, toolbars cannot be used to switch languages; however, if a second
language input has been installed, you can use the system hotkeys to switch.

o For Mac OS, the keyboard shortcuts to switch between languages are either Command+Space and
OptiontCommand+Space, or Control+Space and Option+Control+Space. These shortcuts are
disabled by default, so you will have to enable it before your exam in System Preferences:

e **Note: For further details, refer to our Language Keyboard Mac Guide in the LDB Practice Run

1. Click onthe Apple menu and select System Preferences.

:ﬂ Finder File Edit View Go Window Help
About This Mac

DD Store...

Recent Items »
Force Quit Finder R o]
Sleep

Restart...

Shut Down...

Log Out Arts Learning Centre...

Ak

2. InSystem Preferences, select Keyboard.

[ ] Bt System Preferences Q
= @ M e @
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

= - -
.o O & N &

Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup

Saver Scanners Disk

» @ © @ 0 v ™

iCloud Internet App Store Metwork Bluetooth Extensions Sharing
Accounts

®» ® & ©® @

Users & Parental Siri Date & Time Time Accessibility
Groups Controls Machine
(=] \Ig

Flash Player Java Toolkit



https://canvas.ubc.ca/enroll/6G4K33
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In Keyboard, click Shortcuts, and select Input Sources from the left-hand menu. Click the boxes

3.
next to “Select the previous input source” and “Select next source in input menu” to check them.

Keyboard

o <

Keyboard Text Input Sources Dictation

click the key combination, and then type the new keys.
#Space
3 Space

To change a shortcut, select it,

Select the previous input source

M Launchpad & Dock
Select next source in Input menu

B Mission Control
[ Keyboard
| =5 Input Sources |

¥ Screen Shots

i.; Services

@) Spotlight

@ Accessibility

7% App Shortcuts

Restore Defaults

Full Keyboard Access: In windows and dialogs, press Tab to move keyboard focus between:

o Text boxes and lists only
All controls

Press Control+F7 to change this setting.

Set Up Bluetooth Keyboard...

4. Ensure that any conflicting shortcuts are unchecked, such as Spotlight.

Keyboard

Keyboard  Text W Input Sources  Dictation

To change a shorteut, select it, click the key combination, and then type the new keys.

M Launchpad & Dock Show Spotlight search #Space
[ Mission Control Show Finder search window X %Space L
[ Keyboard

[ Input Sources
% Screen Shots

i Services

. & Accessil
#% App Shortcuts

Shortecut used by ansther action Restore Defaults

Full Keyboard Access: In windows and dialogs, press Tab to move keyboard focus between:

© Text boxes and lists only
All controls

Press Contral#F7 to change this setting.

Set Up Bluetooth Keyboard...
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BEST PRACTICES

1. Ensure that your device's battery life is full before beginning the exam with
a charger available, and that the internet connection on your device is as ’III

stable as possible.

2. Make sure your computer is connected to a secure wireless network.
(ubcsecure preferred)

3. Close all windows, programs, and notifications on your computer (eg.
iMessage, Notifications in Windows Action Centre) before opening
Respondus.

4. DO NOT use your browser's back and forward buttons to navigate
during the exam; instead, use the Previous and Next buttons in

< Previous MNext »

Canvas.

5. If you have downloaded Respondus Lockdown Browser in the past, open .\
Respondus and install any updates as prompted before the exam. u

6. Check that you have enabled any necessary alternate languages on your
computer before starting the exam and that the keyboard shortcuts are A *

functioning correctly.

7. Totrack your progress, make sure to occasionally look at the Questions &
Time Elapsed located in the top-right corner of the window. Questions will only

be checked off if every field in the question has been filled.

8. Press the Submit Quiz button at the bottom of the screen after you are SOt Oz
finished. Canvas will ask to make sure you want to submit if there are
unfinished questions.

Uncheck Screen Sharing, Remote Login, Remote Management,

9. Go to the Mac icon -> System preferences -> Search for Sharing -> Q
and Remote Apple Events. -

Some Blocklisted Application(s)
are running.

Lockdown Browser will not run as long as
the following applications are running:

ARDAgent

To close these applications, go to
Macintosh -> System Preferences ->
Sharing and uncheck Screen Sharing,

Remote Login, Remote Management, and
Remote Apple Events

Quit LockDown Browser
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FAQS + TROUBLESHOOTING

Logging into Canvas on LockDown Browser
To log into Canvas on LockDown Browser, users must know their CWL login and password

Automatic password management like fingerprint or face detection will not work with Lockdown
Browser.
Users may be prompted to authenticate their login through the Duo mobile app.
e Students are advised to set up their Duo two-factor authentication on this website
(https://mfadevices.id.ubc.ca/secure/) and choose and option that uses their mobile devices.
e ltis possible to set up a Duo two-factor authentication without a mobile device by going to this
website: https://mfadevices.id.ubc.ca/secure/u2fkeys.php. One of the additional options is "Touch
ID"—however, it only works on macOS on a chrome browser.

Can't open Respondus Lockdown Browser
If you are unable to open Lockdown Browser to begin the quiz, try the following:
e Ensure that you are using Lockdown Browser to open Canvas, and not your regular browser
(Chrome, Safari etc.).
e Check that your internet connection is stable.
e Uninstall and reinstall Lockdown Browser from https://Ithub.ubc.ca/guides/lockdown-browser/.

e Restart your computer.
e Ifyou are still unable to open Respondus, contact your instructor.

Can’t see the exam on Canvas
The exam may not have become available yet. Wait and refresh the page.

Experiencing connection problems OR LockDown Browser froze/nothing is loading
If you lose internet connection during the exam, try the following:

e Inform your instructor of the issue and that you may need to exit and re-enter the exam to
reconnect.

o Before exiting the exam, your instructor may allow you to use your device to photograph your
answers. Refrain from continuing or changing your answers in the exam once you see the
notification that you have lost Wi-Fi.

e Ifyou are taking the assessment in a space with an in-person Teacher/TA/Invigilator, ask one to
enter the "Proctor Exit Password" to close LockDown Browser for you.

e Exit the exam and attempt to reconnect to the internet. You may need to click Forget Network
before reconnecting, or plug in your laptop to a charger (laptops that are not sufficiently charged
may continue to disconnect from the internet intermittently).

e Once you have reconnected, open Respondus Lockdown Browser and navigate back to the exam -
Canvas will have saved your most recent set of answers prior to losing connection.

**To decrease chances of internet connection issues during a LockDown Browser assessment, we
recommend you follow the LockDown Browser - Wi-Fi Set Up Guide



https://lthub.ubc.ca/guides/lockdown-browser/
https://isit.cms.arts.ubc.ca/wp-content/uploads/sites/57/2024/11/Tool-LDB-Troubleshooting-Internet-Issues-Guide-1.pdf
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How to Proctor Exit a LockDown Brower Exam
e Ifyou are taking the assessment in a space with an in-person Teacher/TA/Invigilator, ask one to enter
the "Proctor Exit Password" to close LockDown Browser for you.
e If you are taking the exam remotely and need to exit LockDown Browser due to technical issues, you
will have to Proctor Exit the application.
* Inform the instructor/exam invigilator of this issue and that you may need to exit the
exam. Request for the Proctor Exit Password.
*  Click on the globe/(D icon > Select Proctor Exit > type the Proctor Exit Password >
Click OK
e Logbackin and resume the quiz. Any answers that you have made previously should be saved.
e Notify your instructor if it is a timed quiz so that they could extend the time as necessary.

Accidentally exited the quiz?
If you have accidentally exited the quiz, your answers will be autosaved by Canvas. Re-open Respondus
Lockdown Browser, navigate back to the quiz, and click Resume Quiz.

Can you use Respondus Lockdown Browser on an iPad? How about a Chromebook?

Respondus Lockdown Browser can only be installed on Windows or Mac computers. You can take the exam
on an iPad using the LockDown Browser app though it is not recommended. Please ensure you confirm with
your instructor if iPads are permitted for the exam. UBC does not support Lockdown Browser use with
Chromebooks.

Why do | get a Virtual Machine Error?

Respondus Lockdown Browser will not run if a virtual machine is
detected (e.g. virtual operating systems, emulators, virtual
environments). If your system is running a virtual machine, you
may need to use a different Windows or Mac laptop to run
Respondus Lockdown Browser. —
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